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Lenham Primary School
Data Protection and Information security Policy

September 2015.
Data Protection Policy
The Data Protection Act 1998 is the law that protects personal privacy and upholds individual’s rights. It applies to anyone who handles or has access to people’s personal data.  

This policy is intended to ensure that personal information is dealt with properly and securely and in accordance with the Data Protection Act. It will apply to information regardless of the way it is used, recorded and stored and whether it is held in paper files or electronically.
1. Scope of the Policy

Personal information is any information that relates to a living individual who can be identified from the information.  This includes any expression of opinion about an individual and intentions towards an individual. It also applies to personal data held visually in photographs or video clips (including CCTV) or as sound recordings.

Lenham Primary School collects a large amount of personal data every year including: staff records, names and addresses of those requesting prospectuses, examination marks, references, fee collection as well as the many different types of research data used by the school.  In addition, it may be required by law to collect and use certain types of information to comply with statutory obligations of Local Authorities (LAs), government agencies and other bodies. 

This policy does not form part of the contract of employment for staff, but it is a condition of employment that employees will abide by the rules and policies made by the school from time to time. Any failures to follow the policy can therefore result in disciplinary proceedings.

2.  The Eight Principles

The Act is based on eight data protection principles, or rules for ‘good information handling’.   

1. Data must be processed fairly and lawfully. 

2. Personal data shall be obtained only for one or more specific and lawful purposes. 

3. Personal data shall be adequate, relevant and not excessive in relation to the purpose(s) for which they are processed. 

4. Personal data shall be accurate and where necessary kept up to date. 

5. Personal data processed for any purpose(s) shall not be kept for longer than is necessary for that purpose. 

6. Personal data shall be processed in accordance with the rights of data subjects under the 1998 Data Protection Act. 

7. Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data. 

8. Personal data shall not be transferred to a country outside the EEA, unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data. 

3.  The Data Controller and the designated data Controllers
The School is the Data Controller under the 1998 Act and the Governors are therefore ultimately responsible for implementation. However, the Designated Data Controllers will deal with day to day matters. The Designated Data Controllers at Lenham are the Headteacher and the school business team. 

Anyone who considers that this Policy has not been adhered to in respect of themselves or their child should raise the matter with the Headteacher. 

4. Responsibilities of Staff 

All staff are responsible for: 

· Checking that any information that they provide to the school in connection with their employment is accurate and up to date. 

· Informing the school of any changes to information that they have provided, e.g.: change of address. The school cannot be held responsible for any errors unless the staff member has informed the school of such changes. 

· Complying with this policy 

5. Data Security: 



Access to data is restricted within school as follows: 

· For pupil data - the leadership team, office staff and the class teacher. 

· For staff data – the headteacher, School Business manager and Admin Officer. 

· Personal data held in paper form is kept in locked cabinets and is only taken off school premises with the permission of the headteacher, on the understanding that it be securely stored. 

· Personal data should always be locked away at the end of every day and should not be left visible on desks, noticeboards, etc at any time. 

· Child Protection records are kept in a locked cabinet – access is restricted to the designated safeguarding team 

· Computer data is: 

· Password protected on a hard drive or a network with passwords changed regularly 

· The school servers are backed-up daily online via LGfL, with access via password protection. 

· Laptops are password protected, as above, with data of a certain sensitivity encrypted. 

· All teaching staff are issued with encrypted USB sticks, to enable them to, for example, write children’s reports off-site. 

· Sensitive data should never be stored off-site, other than on the encrypted USB stick. 

· Data held on computer will always be disposed of safely to ensure privacy is maintained 

· Do not give out personal information over the telephone; invite the caller to put the request in writing.  If the request is urgent take the callers name and switchboard telephone number and verify their details before responding

· Do not discuss other people’s personal business in public areas where conversations can be overheard by people with no right to know the details of the information.

· Refer to the ‘Use of Cameras and Images’ section in the Safeguarding policy when making decisions about processing images of young people.

· Personal information is not disclosed either orally or in writing or via Web pages or by any other means, accidentally or otherwise, to any unauthorised third party. 

· Remember - at all times treat people’s personal information as you would wish your own to be treated

Staff should note that unauthorised disclosure will usually be a disciplinary matter and may be considered gross misconduct in some cases.

Transporting information Securely

When there is a need to transport information held within documents, laptops, mobile devices etc, which are of a confidential nature i.e. personal to staff or pupils, or commercially sensitive, it is important to ensure precautions are taken to reduce the possibility of these being stolen.

This is also a requirement of Principle 7 of the Data Protection Act 1998, which requires data to be kept safe and secure, ensuring that information cannot be accessed by unauthorised persons. 

Employees should therefore take all reasonable steps to ensure security is maintained when transporting information between work and home or between work-bases. 

Documents and mobile devices should be transported in a way to minimise the opportunity of destruction or loss by ensuring vehicles used to transport them are kept locked and secure particularly when unoccupied. 

Rights to Access Information: 

All staff, parents and other users are entitled to: 

 Know what information the School holds and processes about them or their child and why. 

 Know how to gain access to it. 

 Know how to keep it up to date 

 Know what the school is doing to comply with its obligations under the 1998 Act. 
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The School will, upon request, provide all staff, parents and other relevant individuals with a statement regarding the types of personal data held about them, the processes about them and the reasons for which they are processed. 

All staff, parents and other individuals have a right to access certain personal data kept about them or their child. To do so they should complete the Subject Access Request Form available from the school office. 

All requests for information must be made in writing to the headteacher. The school will make a £10 charge per request, although the school has the discretion to waive this. The School aims to comply with requests for access to personal information as quickly as possible, but will ensure that it is provided within 40 days, as required by the 1998 Act. 

Subject Consent: 

In many cases, the School can only process personal data with the consent of the individual. In some cases, if the data is sensitive, as defined in the 1998 Act, express consent must be obtained. Agreement to the School processing some specified classes of personal data is a condition of acceptance of employment for staff. This included information about previous criminal convictions. 

Jobs will bring the applicants into contact with children. The school has a duty under the Children Act 1989 and other enactments to ensure that staff are suitable for the job. The School has a duty of care to all staff and students and must therefore make sure that employees and those who use School facilities do not pose a threat or danger to other users. The School may also ask for information about particular health needs, such as allergies to particular forms of medication, or any medical condition such as asthma or diabetes. The school will only use this information in the protection of the health and safety of the individual, but will need consent to process this data in the event of a medical emergency, for example. 

Processing Sensitive Information: 

Sometimes it is necessary to process information about a person’s health, criminal convictions, or race. This may be to ensure that the school is a safe place for everyone, or to operate other school policies such as the Sick Pay Policy or the Equalities Policy. Because this information is considered sensitive under the 1998 Act, staff will be asked to give their express consent for the school to process this data. An offer of employment may be withdrawn if an individual refuses to consent to this without good reason.

Sharing Information Securely

By Post 

If you are sending personal information by post, you must:

· confirm the name, department and address of the recipient; 

· seal the information in a robust envelope; 

· mark the envelope ‘Private and Confidential – To be opened by Addressee Only’ and place this inside a larger envelope with only the correct name and address on it - this adds an additional level of security as the package is not easily identifiable as ‘valuable’ and administrative staff should only open the outer envelope; 

If you are sending sensitive personal information by post, you must also:

· send the information by recorded, registered or 'signed for' delivery or by courier where appropriate;

· ask the recipient to confirm receipt; and 

· record the disclosure on the service users file

· Registered post is the best way to send sensitive personal or confidential information on an encrypted CD. 

Different levels of security can be used depending on the information being sent: 

· Reliable transport couriers should be used at all times. Consult with your organisation. 

· Packaging must be adequate to protect the contents from damage during transit. 

By Telephone

If you have received a request to share personal information via the telephone, you must first confirm that the requestor is who they say they are and has a legitimate reason for access to the information. 

Where possible ask for the request to be put in writing or if urgent ask for their contact details.  Only accept the main switchboard number of their organisation and confirm with the operator the name, job title, department and organisation of the person with whom you wish to share information.  Do not accept a mobile phone number.

Once you have confirmed this: 

· do not share information when a return telephone number cannot be supplied - call the practitioner back via the switchboard; 

· only provide the information to the person who has requested it - if they are not there you should leave a message for them to call you back; 

· do not leave a detailed (disclosure) message with someone else or on a voicemail; 

· be aware of who might overhear your call; 

· keep a record of any personal information disclosed during the call; and 

· record on the service users file the time of the disclosure, the reason for it and if appropriate, who authorised it. 

By Fax 

Paper documents are often sent by fax. Precautions must be taken when sending personal information by fax because the receiving machine may be sited in an open office, meaning the document is visible to other staff, contractors or visitors. Where possible any information should be shared via a dedicated fax (known as a ‘safe haven’ fax machine). 

If you are sending information by fax to a machine that is NOT a safe haven one you must: 

· remove any information that could identify an individual 

· telephone the recipient of the fax to let them know you are about to send it; 

· check the fax number. If the information is confidential ask them to wait by the fax; 

· ask the recipient to confirm receipt of the fax; or call them to ensure the fax has arrived; 

· use pre-programmed fax numbers where possible to reduce the chance of the fax being sent to the wrong machine; 

· ensure that you use an appropriate fax cover sheet. Make sure your cover sheet states who the information is for, and mark it ‘Private and Confidential’; 

· ensure you do not refer to the names of the person(s) concerned in the subject heading or on the cover sheet of the fax;  

· keep a record that you have sent the fax on the service users file. 

By email 

Huge amounts of information are sent by email, within and across agencies. Whilst internal messages are generally secure (e.g. within organisations), those sent to external addresses are not considered secure enough for personal information. Personal information must be sent by other methods, some of which are outlined in this section. 

When sending personal information via email, you should:

· ensure all recipients need to receive the information - think twice before responding to a group email or copying others in; 

· confirm the name, department and email address of the recipient; 

· use a flag to mark the message 'confidential'; 

· do not include personal or confidential information in the subject field;  

· ask the recipient to confirm receipt of the email; 

· If sending any email to multiple recipients, consider using blind copy facility so recipients can’t view other recipients’ email addresses (which, depending on the subject of the email, could constitute personal information)

Using password protected files

Password protection and encryption are not necessary for information shared between staff within a secure platform (e.g. within the school) or where secure email is used.

· If you have to send personal information to an external recipient, contain it within a password protected file. 

· Remember to use a different password to anything you may use for other tasks because you will have to share the password when you disclose the document. 

· Always save the password protected version of the document as a new file and retain the original safely. IT Services will not be able to open password protected or encrypted documents without the password. 

· Do not send the password in the same email - preferably ask the recipient to confirm receipt of the information and then send the password in the reply to that email.  Or give the password over the telephone. 

· Record what information has been sent on the service users file.

· After receiving a password protected file, re-save the information without the password in a new secure place. Do not rely on remembering the password.

· Save an audit trail of your email communications. This could mean saving a copy of all sent and received emails in a separate folder. 

Information Security Breaches

The Information Commissioners Office (ICO) has the power to issue monetary penalty notices of up to £500,000 for serious breaches of the Data Protection Act 1998.

If despite the security measures you take to protect the personal information you hold a breach of security occurs, it is important that you deal with the security breach effectively. The breach may arise from a theft, a deliberate attack on your systems, from the unauthorised use of personal information by a member of staff, or from accidental loss or equipment failure. However the breach occurs, you must respond to and manage the incident appropriately. 

Having a policy on dealing with information security breaches is another example of an organisational security measure you may have to take to comply with the seventh data protection principle.

There are four important elements to any breach-management plan:

1. Containment and recovery – the response to the incident should include a recovery plan and, where necessary, procedures for damage limitation.

2. Assessing the risks – you should assess any risks associated with the breach, as these are likely to affect what you do once the breach has been contained. In particular, you should assess the potential adverse consequences for individuals; how serious or substantial these are; and how likely they are to happen.

3. Notification of breaches – informing people about an information security breach can be an important part of managing the incident, but it is not an end in itself. You should be clear about who needs to be notified and why. You should for example, consider notifying the individuals concerned; the ICO; other regulatory bodies; other third parties such as the police and the banks; or the media.

4. Evaluation and response – it is important that you investigate the causes of the breach and also evaluate the effectiveness of your response to it. If necessary, you should then update your policies and procedures accordingly.

Reporting a breach

Although there is no legal obligation on data controllers to report breaches of security which result in loss, release or corruption of personal information, the Information Commissioner believes serious breaches should be brought to the attention of his Office. The nature of the breach or loss can then be considered together with whether the data controller is properly meeting his responsibilities under the DPA.

The extent of detriment likely to occur is dependent on both the volume of personal information involved and the sensitivity of the information. 

Where there is significant actual or potential detriment as a result of the breach, whether because of the volume of information, its sensitivity or a combination of the two, there should be a presumption to report. 

Where there is little risk that individuals would suffer significant detriment, for example because a stolen laptop is properly encrypted or the information that is the subject of the breach is publicly-available information, there is no need to report.
There should be a presumption to report to the ICO where a large volume of personal information is concerned and there is a real risk of individuals suffering some harm. It is difficult to be precise about what constitutes a large volume of personal information. Every case must be considered on its own merits.

However, it will be appropriate to report much lower volumes in some circumstances where the risk is particularly high, perhaps because of the circumstances of the loss or the extent of information about each individual. If the data controller is unsure whether or not to report, the presumption should be to report.

Retention of Data: 

The school has a duty to retain some staff and pupil personal data for a period of time following their departure from the school, mainly for legal reasons, but also for other purposes such as being able to provide references. Different categories of data will be retained for different periods of time.
This policy will be updated as necessary to reflect best practice or amendments made to the Data Protection Act 1998.

This Policy is based on KCC guidance for Data Protection and Information security.
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